What to do with Security?

Introduction:

Security is an elusive subject, conflicting definitions exist for many of its facets and it is difficult to pin it down concisely. Furthermore, it is often hard to objectively gauge its risks – rewards ratio. 

The current setup of the seven topics seems to indicate that it is part of the data protection topic (?)  

Taxonomy:
There are many ways how to classify security measures. I would like to put forward the distinction between

· Proactive security

· Retroactive security

· Access control

Proactive security contains all the measures to make a system secure through whatever means (software, procedures, policies, …)

Retroactive security contains all the measures to restore the security of a system once it has been compromised (software, procedures, policies, …)

Access control determines which entity is allowed to perform which operations on the system (software, procedures, policies, …) and as such is ultimately tied with authentication and authorization (AA).

I would put legal issues outside the proper security domain – but of course it is one of its main input drivers. 

How to approach security within GRDI2020?

Security affects both WG – technical as well as organizational. The problem is that there is not something like a “security layer” – meaning that security is on one hand present in every topic and on the other hand security is an overarching topic in itself as well. 

I see two main approaches that the group should decide early on (e.g. at the London meeting) whether it wants to treat security:

· as a separate topic

· as a subtopic of each topic (where applicable)

There are good reasons for both – but it should be decided upfront. As implied above, I would put legal issues on a separate footing. 

Depending on the approach taken, I would then either rename topic 6 “data protection” to “legal issues” or divide it up into two topics “security” and “legal issues”. 

Sloppy list of main security issues:

· data storage and management:

· security of the storage medium – includes backup and retrieval

· policies of the storage provider

· operational procedures for storage handling 

· incident handling

· access control – physical and through software

· authentication and authorization of users

· data interoperability:

· policy conflict resolution between different policy domains

· interoperability of security information (AA) coming from different domains

· data provenance and preservation

· policy definition and conflict resolution between policies governing the data at different stages of its life-time

· change of the security information itself during the lifetime of the data (( interoperability)

· data/metadata stewardship

· aggregation/combination of metadata from different security domains

· virtual research environments:

· authentication of the users

· user management 

· policies between VRE and storage providers and conflict resolution

· incident handling


Given the diverse nature of this list, it is a valid question, whether the group wants to focus on one (or a selected few) topics without trying to have an exhaustive security focus. If this is the case, then my vote is to concentrate in the organizational WG on policies and the technical WG on access control. Below I put down some initial ideas about access control.

Access Control:

· In the past research data repositories tended to either grant open access or do the user management themselves. This is rather inefficient because

· Granting open access limits what can be made accessible
· Doing its own user management is a) time consuming for the administrators and b) not user-friendly (too many credentials)

· Federated identity has gained substantial attention over the past years with many nations creating their own federations

· Clear separation of authentication and authorization

· Authentication done by user’s employing institution (which knows him best and keeps track of him)

· Authorization done by service - based on attributes (and not identity)

· However, there are also problems with federated identity, among them

· Different federations have different policies

· Inter-federation interoperability is still in the works

· Typically, only browser-based accesses are supported – but non-browser-based accesses are becoming a reality over the next few years
· Access must also be available to users who do not have a federated identity account at their home institutions

· Today, there is no seamless method for supporting virtual organizations based on federated identity – but this will become possible over the next few years 

· Possible way forward (over the next few years):

· Base long-term strategy on federated identity but be aware of its limitations today

· Provide federated identity to those users who do not have one (“home for the homeless”)

· Provide security token translation to support users from different security domains
